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Since the first android phone was born in 2007, the android mobile phone with low cost and 
the advantages of open source enter the mobile phone market fast. Many telephone developers 
and mobile phone software development engineers joining, promote the development of the 
android mobile phone, so that android win the majority of mobile phone users in a very short 
time. With the rapid development of mobile intelligent systems，people's work and life has 
become increasingly dependent on mobile phones. At the same time, because of the android open 
source, and its relatively weakness in the field of security inspection mechanism, the huge profit 
drive malicious attacker to create a lot of damage to the system. there have been numerous 
malicious android applications on the market. Attacks against mobile phone are endless. The 
Android system file protection problem has become particularly important.  
On the basis of the research and analysis on the Android system architecture, this paper 
implements still killing, dynamic protection and software management three functions. And it 
applies the killing method which is based on ordered binary tree multi-pattern matching and 
finite state machine. And it uses the MD5 hash technology, implements the malicious files based 
on static and dynamic protection killing protective functions, prevent malicious files damage to 
the phone. At the same time it expanded the software management, task management, and other 
functions, strong practicability. 
Compared with other android security software, this article combines the static and dynamic 
protection killing two functions in the same system. The second it optimizes the disinfect 
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